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1. Assignment Type

Learn By Doing

2. Assignment Name

Web Security: Installation and Configuration of ModSecurity Web Application Firewall

3. Assignment Overview

Attacks on the web are conducted at the application level in 70% of cases. Therefore, enterprises
would benefit from deploying a Web Application Firewall( WAF) to ensure system security. It creates
an additional layer of security that raises the level of defense for web servers and finds and stops
assaults before they reach web applications. In order to add an additional layer of protection by
guarding against numerous security risks like SQL injection, Cross-Site Scripting (XSS), Cross-Site
Request Forgery (CSRF), and others, online applications must use Web Application Firewalls
(WAFs). By analyzing and filtering incoming traffic in real-time to stop harmful requests before
they can harm the application or steal critical data, WAFs serve as a barrier between the web
application and the internet. WAFs can also assist with adhering to different security standards and
regulations, including PCI-DSS. They work on the application layer (the 7th layer in the OSI model).
This module discusses the steps to install an open-source web application firewall (WAF) called
ModSecurity in an Ubuntu 20.04.03 operating system environment. This module also discusses
the steps to add the Open Web Application Security Project (OWASP) ModSecurity Core Rule
Set, which is updated regularly and can block a wide range of generic attacks, including OWASP’s
top-ten list of critical vulnerabilities. ModSecurity examines the incoming requests on the apache
server, compares them to patterns described in the rules in the ruleset, and takes action on the
requests based on the results of the tests. If the check succeeds, the HT'TP request is passed to
the website to retrieve the content. If not, pre-defined actions are performed. After completing
the proper configuration, ModSecurity Firewall is tested by sending some malicious SQL Injection
requests to the Apache server and seeing if the requests are being blocked or not.

4. Learning Objectives

e To install and configure ModSecurity Web Application Firewall
e To Add OWASP ModSecurity Core Rule Set to Apache configuration
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e To understand the commands used in Linux filesystem

5. Tools Needed

e Oracle VirtualBox 6.1
e Ubuntu 20.04.3

e Kali Linux Debian (64-bit or 32 bit)

6. Artifact Tags

Demo Website running on Ubuntu Operating System - Open Virtual Application file (.ova)

7. Task 1: Artifact Investigation

Click on the Artifact Tag above or search the artifact names within AGP. Read through each
artifact and gather an understanding of all the presented information. You may view the download
files through the artifact view, or if a different view is desired, you may use the download files.
Review the information. Once you have a basic understanding of the information these artifacts
are presenting, continue with Task 2.

8. Task 2: Load the demo website in Oracle VirtualBox

If you do not have VirtualBox already installed please use the link above to install it.

Once VirtualBox is installed click on the artifact and download it.

After installing VirtualBox, open it and import the artifact which contains the demo website.

Afterwards import the downloaded Kali Linux file.

9. Task 3: Configure Internet Connection on the Ubuntu VM

e Click on the settings of the Ubuntu VM and go to the network settings, once there attach to
the Bridged Adapter.

e Then choose any of the options available in the dropdown.


https://www.virtualbox.org//
https://www.linuxvmimages.com/images/ubuntu-2004/#ubuntu-20044
https://www.kali.org/get-kali/#kali-virtual-machines
https://unhnewhaven-my.sharepoint.com/:u:/g/personal/agp_newhaven_edu/EWzAIz2OM8hPvSxuDI1ePycBZE7hcAZYdzHO_A22SP08hA?e=lLD3tr
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Ubuntu VM connected to bridged adapter
e (lick OK and start the Ubuntu VM.

10. Task 4: Installation of ModSecurity with Apache on Ubuntu 20.04.3

e The Ubuntu operating system password is sqlinjection$12&
e Open the terminal on the Ubuntu VM as shown below.

e Here is what the output might look like:
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aelemi@aelem1-VirtualBox: ~

s 1

Ubuntu Terminal

The ModSecurity module for Apache is available in the default Debian/Ubuntu repository.

To install it, run the following commands in the terminal: sudo apt-get install libapache2-
mod-security?2

You will be prompted for the password which is sqlinjection$12&

Enter Y for all questions

Here is what the output might look like:
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Activities (-] Terminal ~ Feb 10 17:17

‘* [+1 aelem1@aelem1-VirtualBox: ~

Get:2 http://us.archive.ubuntu.comf/ubuntu focal/main amdé4 libyajl2 amdé4 2.1.0
-3 [20.1 kB]
Get:3 http://fus.archive.ubuntu.com/ubuntu focal/universe amd64 libapache2-mod-s
ecurity2 amd64 2.9.3-1 [224 kB]
Get:4 http://us.archive.ubuntu.com/ubuntu focal/universe amd64 modsecurity-crs
all 3.2.0-1 [203 kB]
Fetched 547 kB in 0s (4,588 kB/s)
Selecting previously unselected package liblua5.1-@:amd64.
(Reading database ... 198959 files and directories currently installed.)
Preparing to unpack ... /liblua5.1-0 5.1.5-8.1build4 amdé64.deb ...
Unpacking liblua5.1-0:amd64 (5.1.5-8.1build4)
selecting previously unselected package libyajlz:amdé4.
Preparing to unpack ... /libyajlz_2.1.8-3_amd64.deb ...
Unpacking libyajl2:amd64 (2.1.0-3)
Selecting previously unselected package libapache2-mod-securityz.
Preparing to unpack .../libapache2-mod-security2 2.9.3-1 amd64.deb ...
Unpacking libapache2-mod-security2 (2.9.3-1)
Selecting previously unselected package modsecurity-crs.
Preparing to unpack ... /modsecurity-crs 3.2.8-1 all.deb ...
Unpacking modsecurity-crs (3.2.0-1)
Setting up libyajlz:amdé64 (2.1.08-3)
Setting up modsecurity-crs (3.2.0-1)
Setting up liblua5.1-8:amd64 (5.1.5-8.1build4)
Setting up libapache2-mod-security2 (2.9.3-1)
apache2_invoke: Enable module security2
Processing triggers for libcibin (2.31-0ubuntu9.7)
:~S

D

Installing ModSecurity

e Restart the Apache service by running the command: sudo systemctl restart apache2

e Here is what the output might look like:
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Activities (-] Terminal = Feb 10 17:24

‘.s [+ aelem1@aelem1-VirtualBox: ~

Get:2 http://us.archive.ubuntu.comfubuntu focal/main amd64 libyajl2 amd64 2.1.8
-3 [20.1 kB]
Get:3 http://us.archive.ubuntu.comf/ubuntu focal/universe amd64 libapachez-mod-s
ecurity2 amdé4 2.9.3-1 [224 kB]
Get:4 http://us.archive.ubuntu.comfubuntu focal/universe amd64 modsecurity-crs
all 3.2.0-1 [203 kB]
Fetched 547 kB in 0s (4,588 kB/s)
Selecting previously unselected package liblua5.1-0:amd64.
(Reading database ... 198959 files and directories currently installed.)
Preparing to unpack .../liblua5.1-8 5.1.5-8.1build4 amd64.deb ...
Unpacking liblua5.1-@:amd64 (5.1.5-8.1build4)
Selecting previously unselected package libyajl2:amdé4.
Preparing to unpack .../libyajl2z 2.1.0-3 amd64.deb ...
Unpacking libyajl2:amdé64 (2.1.0-3) ...
selecting previously unselected package libapachez-mod-securityz.
Preparing to unpack .../libapache2-mod-security2_2.9.3-1_amd64.deb ...
Unpacking libapache2-mod-security2 (2.9.3-1)
Selecting previously unselected package modsecurity-crs.
Preparing to unpack .../modsecurity-crs 3.2.0-1 _all.deb ...
Unpacking modsecurity-crs (3.2.0-1) ...
Setting up libyajl2:amdé64 (2.1.6-3) ...
Setting up modsecurity-crs (3.2.0-1)
setting up liblua5.1-0:amd64 (5.1.5-8.1build4)
Setting up libapache2-mod-security2z (2.9.3-1)
apache2?_invoke: Enable module security2
Processing triggers for libc-bin (2.31-8ubuntu9.7) ...
:~$ sudo systemctl restart apache2

Restarting Apache

11. Task 5: Post-installation configuration of ModSecurity

e The default rule of ModSecurity is to log suspicious activity. And we need to change the
configuration to detect and block traffic according to our requirements.

e By default, the configuration file is at /etc/modsecurity /modsecurity.conf-recommended and
we need to copy this file and rename it as modsecurity.conf

e Run the command: sudo cp /etc/modsecurity /modsecurity.conf-recommended /etc/modsecu-
rity /modsecurity.conf

e Here is what the output might look like:
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Activities (-] Terminal = Feb 10 17:35

*s [+1 aelem1@aelem1-VirtualBox: ~ Q

-3 [20.1 kB]
Get:3 http://us.archive.ubuntu.com/ubuntu focal/universe amd64 libapache2-mod-s
ecurity2 amdé4 2.9.3-1 [224 kB]
Get:4 http://us.archive.ubuntu.com/ubuntu focal/universe amd64 modsecurity-crs
all 3.2.0-1 [203 kB]
Fetched 547 kB in @s (4,588 kB/s)
Selecting previously unselected package liblua5.1-0:amd64.
(Reading database ... 198959 files and directories currently installed.)
Preparing to unpack .../liblua5.1-® 5.1.5-8.1build4 amdé4.deb ...
Unpacking 1liblua5.1-@8:amd64 (5.1.5-8.1build4)
Selecting previously unselected package libyajl2:amd64.
Preparing to unpack .../libyajlz_2.1.0-3_amd64.deb ...
Unpacking libyajl2:amd64 (2.1.0-3)
selecting previously unselected package libapache2-mod-securityz.
Preparing to unpack .../libapache2-mod-security2 2.9.3-1 amdé64.deb ...
Unpacking libapachez-mod-security2 (2.9.3-1)
Selecting previously unselected package modsecurity-crs.
Preparing to unpack .../modsecurity-crs_3.2.0-1_all.deb ...
Unpacking modsecurity-crs (3.2.08-1)
Setting up libyajl2:amd64 (2.1.0-3)
Setting up modsecurity-crs (3.2.8-1)
Setting up liblua5.1-0:amd64 (5.1.5-8.1build4)
Setting up libapache2-mod-security2 (2.9.3-1)
apache2_invoke: Enable module security2
Processing triggers for libc-bin (2.31-0ubuntud.7)
:~$ sudo systemctl restart apache2
:~% sudo cp fetc/modsecurity/modsecurity.conf-recommend
ed fetc/modsecurity/modsecurity.conf
15

=

Renaming ModSecurity

e Next, we must change the ModSecurity detection mode to detect and block the requests.
e Run the command: sudo nano /etc/modsecurity/modsecurity.conf

e Here is what the output might look like:
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Activities (-] Terminal = Feb 10 17:39

‘ ' [+ aelem1@aelem1-VirtualBox: ~

3 SecRuleEngine DetectionOnly

9

GNU nano 4.8 etc/modsecurity/modsecurity.conf

SecRequestBodyAccess On

@

SecRule REQUEST_HEADERS:Content-Type "(7?:application(?:/soap\+|/)|text/)xml" \
"id:'200000',phase:1,t:none,t:lowercase,pass,nolog,ctl:requestBodyProcessH

[ Read 226 lines
Get Help Write out QY Where Is W1 cut Text Justify
Wi Exit Wi Read File Wl Replace WY Paste Text @l To Spell

ModSecurity Settings

e Locate SecRuleEngine DetectionOnly and change it to SecRuleEngine on

e Here is what the output might look like:
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Activities (] Terminal = Feb 10 17:43

‘ ' [+ aelem1@aelem1-VirtualBox: ~ Q

GNU nano 4.8 etc/modsecurity/modsecurity.conf Modified

SecRequestBodyAccess On

SecRule REQUEST_HEADERS:Content-Type "(?:application(?:/soap\+|/)|text/)xml" \
"id:'200000',phaﬁe:1,t:none,t:lowercaﬁe,pass,nolog,ctl:requeStBodyProceSSH

L [ Read 226 lines
Show Applications § rite out Wi Where Is WY Cut Text Wil Justify
Exit Read File Replace WY Paste Text [ To Spell

Turning on ModSecurity

e Press Ctrl X to save the file

e Here is what the output might look like:
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Activities (-] Terminal = Feb 10 17:46

‘ ' 1 aelem1@aelem1-VirtualBox: ~ Q

3 SecRuleEngine on

>

GNU nano 4.8 etc/modsecurity/modsecurity.conf Modified

SecRequestBodyAccess On

@

SecRule REQUEST_HEADERS:Content-Type "(?:application(?:/soap\+|/)|text/)xml" \
"id:'200000',phase:1,t:none,t:lowercase,pass,nolog,ctl:requestBodyProcessH

(LLIl2ve nodified buffecc
[ ]

YREES
il No Cancel

After pressing Ctrl+X

e PressY

e Here is what the output might look like:
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Activities t-] Terminal ~ Feb 10 17:49

* ' [+ aelem1@aelem1-VirtualBox: ~ Q

etc/modsecurity/modsecurity.conf Modified

SecRuleEngine on

SecRequestBodyAccess On

SecRule REQUEST_HEADERS:Content-Type "(?:application(?:/soap\+|/)|text/)xml" \
"id:'200000',phase:1,t:none,t:lowercase,pass,nolog,ctl: requestBodyProcess

File Name to Write: i modsecurit
We Get Help KBy DOS Format M - AREEL T Backup File
WY Cancel Y Mac Format kEy Prepend To Files

After pressing Y

e Press the Enter key

e Here is what the output might look like:
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Activities (-] Terminal « Feb 10 17:51

‘* [+1 aelem1@aelem1-VirtualBox: ~ Q =

Get:3 http://us.archive.ubuntu.com/ubuntu focal/universe amdé4 libapachez-mod-s
ecurity2 amdé64 2.9.3-1 [224 kB]
Get:4 http://us.archive.ubuntu.comfubuntu focal/universe amd64 modsecurity-crs
all 3.2.8-1 [203 kB]
Fetched 547 kB in ©s (4,588 kB/s)
Selecting previously unselected package 1liblua5.1-8:amd64.
(Reading database ... 198959 files and directories currently installed.)
Preparing to unpack .../liblua5.1-0 5.1.5-8.1build4 amd64.deb ...
Unpacking liblua5.1-0:amd64 (5.1.5-8.1build4)
Selecting previously unselected package libyajl2:amdé4.
Preparing to unpack .../libyajl2 2.1.0-3 amd64.deb ...
Unpacking libyajl2:amd64 (2.1.0-3)
Selecting previously unselected package libapache2-mod-security2.
Preparing to unpack .../libapache2-mod-security2_2.9.3-1_amd64.deb ...
Unpacking libapache2-mod-security2 (2.9.3-1)
selecting previously unselected package modsecurity-crs.
Preparing to unpack .../modsecurity-crs _3.2.0-1 all.deb ...
Unpacking modsecurity-crs (3.2.0-1)
Setting up libyajl2:amd64 (2.1.6-3)
Setting up modsecurity-crs (3.2.0-1) ...
Setting up liblua5.1-8:amd64 (5.1.5-8.1build4)
Setting up libapache2-mod-security2 (2.9.3-1)
apache2_invoke: Enable module securityz
Processing triggers for libc-bin (2.31-8ubuntu9.7)

:~% sudo systemctl restart apache2

:~$ sudo cp fetc/modsecurity/modsecurity.conf-recommend
ed fetc/modsecurity/modsecurity.conf

sudo nano Jetc/modsecurity/modsecurity.conf

After pressing the enter key

e Next, Restart the Apache service for the changes to take effect.

e Run the command: systemctl restart apache2 and enter the ubuntu VM password - sqlinjec-
tion$12& when prompted

e Here is what the output might look like:
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Activities (-] Terminal = Feb 10 17:57

‘s [+1 aelem1@aelem1-VirtualBox: ~

Fetched 547 kB in 0s (4,588 kB/s)
Selecting previously unselected package liblua5.1-0:amd64.
(Reading database ... 198959 files and directories currently installed.)
Preparing to unpack .../liblua5.1-0 5.1.5-8.1build4_amdé64.deb ...
Unpacking liblua5.1-0:amd64 (5.1.5-8.1build4)
Selecting previously unselected package libyajl2:amdé64.
R B Gt S ar bR Pack ...flibyajl2 2.1.0-3 amd64.deb ...
Uipucneryg wwwyajl2zamd64 (2.1.68-3)
selecting previously unselected package libapachez-mod-security2.
Preparing to unpack .../libapachez-mod-security2_2.9.3-1_amd64.deb ...
Unpacking libapache2-mod-security2 (2.9.3-1)
Selecting previously unselected package modsecurity-crs.
Preparing to unpack .../modsecurity-crs 3.2.0-1 all.deb ...
Unpacking modsecurity-crs (3.2.0-1) ...
Setting up libyajlz:amd64 (2.1.8-3) ...
Setting up modsecurity-crs (3.2.8-1) ...
Setting up liblua5.1-8:amd64 (5.1.5-8.1build4) ...
Setting up libapache2-mod-security2 (2.9.3-1)
apache2_invoke: Enable module security2
Processing triggers for libc-bin (2.31-6ubuntu9.7) ...

:~% sudo systemctl restart apache2

-

:~5 sudo cp [fetc/modsecurity/modsecurity.conf-recommend
ed /etc/modsecurity/modsecurity.conf
:~$ sudo nano fetc/modsecurity/modsecurity.conf
:~5 systemctl restart apachez
Failed to restart apache2.service: Connection timed out
See system logs and 'systemctl status apache2.service' for details.
:~§ systemctl restart apache2

i~5

After restarting Apache

e This will turn to ModSecurity using the basic default rules.
e Versions of Linux come with OWASP Core Rule at user/share/modesecurity-crs directory.

e [t is recommended to download the latest CRS from the GitHub repository since the developers
frequently update it.

12. Task 6: Adding OWASP ModSecurity rules

Remove the default Core Rule Set (CRS).

Run the command: sudo rm -rf /usr/share/modsecurity-crs

Enter the password - sqlinjection$12& when prompted

Here is what the output might look like:
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Activities (] Terminal = Feb 12 17:35

‘s 1 aelem1@aelem1-VirtualBox: ~ Q =

Get:4 http://us.archive.ubuntu.com/ubuntu focal/universe amd64 modsecurity-crs
all 3.2.0-1 [203 kB]
Fetched 547 kB in 0s (3,202 kB/s)
Selecting previously unselected package liblua5.1-0:amdé64.
(Reading database ... 198959 files and directories currently installed.)
Preparing to unpack .../liblua5.1-8 5.1.5-8.1build4 amd64.deb ...
Unpacking liblua5.1-0:amd64 (5.1.5-8.1build4)
Selecting previously unselected package libyajl2:amdé4.
Preparing to unpack .../libyajl2 2.1.8-3 amd64.deb ...
Unpacking libyajl2:amd64 (2.1.0-3)
Selecting previously unselected package libapache2-mod-security2.
Preparing to unpack .../libapache2-mod-security2 2.9.3-1 amd64.deb ...
Unpacking libapache2-mod-security2 (2.9.3-1)
selecting previously unselected package modsecurity-crs.
Preparing to unpack .../modsecurity-crs_3.2.8-1 all.deb ...
Unpacking modsecurity-crs (3.2.0-1)
Setting up libyajl2:amdé64 (2.1.08-3)
Setting up modsecurity-crs (3.2.0-1)
Setting up liblua5.1-0:amd64 (5.1.5-8.1build4)
Setting up libapacheZ-mod-security2 (2.9.3-1)
apache2_invoke: Enable module security2
Processing triggers for libc-bin (2.31-6ubuntud.7)
:~% sudo systemctl restart apache2

sudo cp fetc/modsecurity/modsecurity.conf-recommend

ed jetc/modsecurity/modsecurity.conf
3 sudo nano [fetc/modsecurity/modsecurity.conf
systemctl restart apache2
sudo rm -rf fusr/share/modsecurity-crs

After removing default CRS

e Update your local package index
e Run the command: sudo apt update

e Here is what the output might look like:
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Activities (-] Terminal « Feb 10 18:12

*‘ ~1 aelem1@aelem1-VirtualBox: ~

Get:57 http://us.archive.ubuntu.com/ubuntu focal-backports/main Translation-en
[16.3 kB]

Get:58 http://us.archive.ubuntu.com/ubuntu focal-backports/main amd64 DEP-11 Me
tadata [7,992 B]

Get:59 http://us.archive.ubuntu.com/ubuntu focal-backports/main DEP-11 48x48 Ic
ons [6,984 B]

Get:60 http://us.archive.ubuntu.com/ubuntu focal-backports/main DEP-11 64x64 Ic
ons [10.5 kB]

Get:61 http://us.archive.ubuntu.com/ubuntu focal-backports/main amd64 c-n-f Met
adata [1,420 B]

Get:62 http://us.archive.ubuntu.com/ubuntu focal-backports/universe 1386 Packag
es [13.8 kB]

Get:63 http://us.archive.ubuntu.com/ubuntu focal-backports/universe amd64 Packa
ges [24.9 kB]

Get:64 http://us.archive.ubuntu.com/ubuntu focal-backportsfuniverse Translation
-en [16.3 kB]

Get:65 http://us.archive.ubuntu.com/ubuntu focal-backports/universe amd64 DEP-1
1 Metadata [30.5 kB]

Get:66 http://us.archive.ubuntu.com/ubuntu focal-backports/universe DEP-11 48x4
8 Icons [13.2 kB]

Get:67 http://us.archive.ubuntu.com/ubuntu focal-backports/universe DEP-11 64x6
4 Icons [22.6 kB]

Get:68 http:/fus.archive.ubuntu.com/ubuntu focal-backports/universe amd64 c-n-f
Metadata [880 B]

Fetched 16.2 MB in 55 (3,423 kB/s)

Reading package lists... Done

Building dependency tree

Reading state information... Done

357 packages can be upgraded. Run 'apt list --upgradable' to see them.

After Updating the local package

e Install Git
e Run the command: sudo apt install git and enter Y for any prompt question

e Here is what the output might look like:
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Activities (-] Terminal = Feb 10 18:15

*S M~ aelem1@aelem1-VirtualBox: ~ @]

git git-man liberror-perl

_ ® upgraded, 3 newly installed, ® to remove and 357 not upgraded.

| Need to get 5,451 kB of archives.

S After this operation, 38.5 MB of additional disk space will be used.

Do you want to continue? [Y/n] ¥

. ii Get:1 http://us.archive.ubuntu.com/ubuntu focal/main amd64 liberror-perl all o.
2

o

>—

17829-1 [26.5 kB]
Get:2 http://us.archive.ubuntu.com/ubuntu focal-updates/main amdé4 git-man all
1:2.25.1-1ubuntu3.8 [886 kB]
Get:3 http://us.archive.ubuntu.com/ubuntu focal-updates/main amd64 git amd64 1:
2.25.1-1ubuntu3.8 [4,538 kB]
Fetched 5,451 kB in 0s (30.6 MB/s)
Selecting previously unselected package liberror-perl.
(Reading database ... 199334 files and directories currently installed.)
Preparing to unpack .../liberror-perl_0.17829-1_all.deb ...
Unpacking liberror-perl (8.170829-1)
selecting previously unselected package git-man.
Preparing to unpack .../git-man_1%3a2.25.1-1ubuntu3.8_all.deb ...
Unpacking git-man (1:2.25.1-1ubuntu3.8) ...
selecting previously unselected package git.
Preparing to unpack .../fgit 1%3a2.25.1-1ubuntu3.8 amdé64.deb ...
Unpacking git (1:2.25.1-1ubuntu3.8)
Setting up liberror-perl (0.17829-1)
Setting up git-man (1:2.25.1-1ubuntu3.8)
Setting up git (1:2.25.1-1ubuntu3.8)
Processing triggers for man-db (2.9.1-1)
18

=

After installing Git

Clone the latest OWASP CRS from GitHub to the /usr/share/ directory

Run the command below:

sudo git clone https://github.com/SpiderLabs/owasp-modsecurity-crs.git /usr/share/modsecurity-
crs

Here is what the output might look like:
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Activities (-] Terminal = Feb 12 17:42

‘s [+ aelem1@aelem1-VirtualBox: ~

Get:1 http://us.archive.ubuntu.comfubuntu focal/main amd64 liberror-perl all @.
17029-1 [26.5 kB]
Get:2 http://us.archive.ubuntu.comf/ubuntu focal-updates/main amd64 git-man all
1:2.25.1-1ubuntu3.8 [886 kB]
Get:3 http://us.archive.ubuntu.comfubuntu focal-updates/main amd64 git amdé64 1:
2.25.1-1ubuntu3.8 [4,538 kB]
Fetched 5,451 kB in @s (22.7 MB/s)
Selecting previously unselected package liberror-perl.
(Reading database ... 199334 files and directories currently installed.)
Preparing to unpack .../liberror-perl_0.17029-1_all.deb ...
Unpacking liberror-perl (8.17029-1)
Selecting previously unselected package git-man.
Preparing to unpack .../git-man_1%3a2.25.1-1ubuntu3.8_all.deb ...
Unpacking git-man (1:2.25.1-1ubuntu3.8)
Selecting previously unselected package git.
Preparing to unpack .../git 1%3a2.25.1-1ubuntu3.8 amd64.deb ...
Unpacking git (1:2.25.1-1ubuntu3.8)
Setting up liberror-perl (8.17829-1)
Setting up git-man (1:2.25.1-1ubuntu3.8)
Setting up git (1:2.25.1-1ubuntu3.8)
Processing triggers for man-db (2.9.1-1)
:~% sudo git clone https://github.com/SpiderLabs/owasp-
modsecurity-crs.git fusr/share/modsecurity-crs
Cloning into 'fusr/share/modsecurity-crs'...
remote: Enumerating objects: 18486, done.

R --+-—+5: 100% (10486/10486), 3.34 MiB | 11.36 MiB/s, done.
R Show Applications . 1ppy (?68?‘?68?), done.
P

-

After cloning OWASP CRS from Github

e Switch to /usr/share/modesecurity-crs directory.
e Run the command: cd /usr/share/modsecurity-crs

e Here is what the output might look like:
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Activities (-] Terminal « Feb 10 18:22

‘ v 1 aelem1@aelem1-VirtualBox: /usr/share/modsecurity-crs

2.25.1-1ubuntu3.8 [4,538 kB]
Fetched 5,451 kB in @5 (30.6 MB/s)
selecting previously unselected package liberror-perl.
(Reading database ... 199334 files and directories currently installed.)
Preparing to unpack .../liberror-perl_0.17029-1 all.deb ...
Unpacking liberror-perl (08.17029-1)
Selecting previously unselected package git-man.
Preparing to unpack .../git-man_1%3a2.25.1-1ubuntu3.8 all.deb ...
Unpacking git-man (1:2.25.1-1ubuntu3.8)
selecting previously unselected package git.
Preparing to unpack .../git_1%3a2.25.1-1ubuntu3.8_amd64.deb ...
Unpacking git (1:2.25.1-1ubuntu3.8)
Setting up liberror-perl (0.170629-1)
Setting up git-man (1:2.25.1-1ubuntu3.8)
Setting up git (1:2.25.1-1ubuntu3.8)
Processing triggers for man-db (2.9.1-1) -

:~$ git clone https://github.com/SpiderLabs/owasp-modse
curity-crs.git fusr/share/modsecurity-crs
fatal: could not create work tree dir '/fusr/share/modsecurity-crs': Permission
denied

:~% sudo git clone https://github.com/SpiderLabsfowasp-
modsecurity-crs.git fusr/share/modsecurity-crs
Cloning into '/Jusr/share/modsecurity-crs'...
remote: Enumerating objects: 10486, done.
remote: Total 10486 (delta @), reused 0 (delta @), pack-reused 10486
Receiving objects: 100% (10486/10486), 3.33 MiB | 9.52 MiB/s, done.
Resolving deltas: 100% (7687/7687), done.

:~§ cd fusrfshare/modsecurity-crs

[

=

After changing to modsecurity directory

e Rename the example setup file
e Run the command: sudo mv crs-setup.conf.example crs-setup.conf

e Here is what the output might look like:
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Activities (-] Terminal Feb 10 18:27

** [+l aelem1@aelem1-VirtualBox: fusr/share/modsecurity-crs QO

Unpacking liberror-perl (©0.17829-1)
Selecting previously unselected package git-man.
Preparing to unpack .../git-man_1%3a2.25.1-1ubuntu3.8_all.deb ...
Unpacking git-man (1:2.25.1-1ubuntu3.8)
selecting previously unselected package git.
Preparing to unpack .../git 1%3a2.25.1-1ubuntu3.8 amd64.deb ...
Unpacking git (1:2.25.1-1ubuntu3.8)
Setting up liberror-perl (8.17829-1)
Setting up git-man (1:2.25.1-1ubuntu3.8)
Setting up git (1:2.25.1-1ubuntu3.8)
Processing triggers for man-db (2.9.1-1)
:~$ git clone https://github.com/SpiderlLabs/owasp-modse
curity-crs.git fusr/share/modsecurity-crs
fatal: could not create work tree dir '/Jusr/share/modsecurity-crs': Permission
denied
:~5% sudo git clone https://github.com/SpiderLabs/owasp-
modsecurity-crs.git fusr/share/modsecurity-crs
Cloning into 'Jusr/share/modsecurity-crs'...
remote: Enumerating objects: 10486, done.
remote: Total 108486 (delta @), reused @ (delta @), pack-reused 10486
Receiving objects: 100% (10486/10486), 3.33 MiB | 9.52 MiB/s, done.
1080% (7687/7687), done.
:~% cd Jfusr/share/modsecurity-crs
3 S mv crs-setup.conf.example

RSDRWNEUDGMEI:

crs-setup.conf
mv: cannot move 'crs-setup.conf.example' to 'crs-setup.conf': Permission denied

3 $ sudo mv crs-setup.conf.exa
mple crs-setup.conf I

After renaming the example setup file

e Edit the rules in the security2 configuration file to get it working with Apache by making the
required edits in the /etc/apache2/mods-enabled /security2.conf file

e Run the command: sudo nano /etc/apache2/mods-enabled/security2.conf

e Here is what the output might look like:
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Activities (-] Terminal = Feb 10 18:32

[+ aelem1@aelem1-VirtualBox: fusr/share/modsecurity-crs Q

GNU nano 4.8 etc/apache?/mods-enabled/security2.conf
<IfModule security2 module>

SecDataDir fvar/cache/modsecurity

IncludeOptional /etc/modsecurity/*.conf

IncludeOptional /fusr/share/modsecurity-crs/*.load
</IfModule>

«
A
9

[ Read 13 lines
s Y Get Help W Write Out Wl Where Is WY Cut Text Wl Justify
W Exit Wil Read File Wl Replace WY Paste Text I To Spell

After opening security2.conf

e Locate IncludeOptional /usr/share/modsecurity-crs/*.load and change it as shown below:
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Activities (] Terminal = Mar 9 21:52
‘s nl aelem1@aelem1-VirtualBox: fusr/share/modsecurity-crs

GNU
EIfModule security2_module>

SecDataDir /var/cache/modsecurity

IncludeOptional fetc/modsecurity/*.conf

IncludeOptional fusr/share/modsecurity-crs/crs-setup.conf
IncludeOptional fusr/share/modsecurity-crs/rules/*.conf
</IfModule=

[ Read 14 lines
WY Get Help WY Write Out Wl Where Is WY Cut Text Wl Justify
Wi Exit MREGEET Wl Replace Wl Paste Text [l To Spell

After editing security2.conf

Save the file

Test the Apache configuration

Run the command: sudo apache2ctl -t and enter the password - sqlinjection$12& when
prompted

Here is what the output might look like:
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Activities t] Terminal ~ Feb 10 18:51

*‘ [+1 aelem1@aelem1-VirtualBox: /usrfshare/modsecurity-crs

Setting up git-man (1:2.25.1-1ubuntu3.8)
Setting up git (1:2.25.1-1ubuntu3.8)
Processing triggers for man-db (2.9.1-1)
:~5 git clone https://gilthub.com/SpiderLabs/fowasp-modse
curity-crs.git fusr/share/modsecurity-crs
fatal: could not create work tree dir '/usr/share/modsecurity-crs': Permission
denied
:~$ sudo git clone https://github.com/SpiderLabs/owasp-
modsecurity-crs.git fusr/share/modsecurity-crs
Cloning into '/Jusr/share/modsecurity-crs'...
remote: Enumerating objects: 10486, done.
remote: Total 10486 (delta @), reused 8 (delta @), pack-reused 10486
Receiving objects: 100% (10486/10486), 3.33 MiB | 9.52 MiB/s, done.
Resolving deltas: 100% (7687/7687), done.
:~5 cd fusr/fshare/modsecurity-crs
g S mv crs-setup.conf.example
crs-setup.conf
mv: cannot move 'crs-setup.conf.example' to 'crs-setup.conf': Permission denied
3 % sudo mv crs-setup.conf.exa
mple crs-setup.conf
g $ sudo nano fetcfapache2/mod
s-enabled/security2.conf
7 % sudo apachez2ctl -t
[sudo] password for aelemil:
AHBO558: apache2: Could not reliably determine the server's fully qualified dom
ain name, using 127.0.1.1. Set the 'ServerName' directive globally to suppress
this message
syntax 0K

After testing the apache configuration

e Restart Apache

e Run the command systemctl restart apache2 and enter the password: sqlinjection$12& when
prompted

e Here is what the output might look like:
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Activities (-] Terminal = Feb 10 18:56
‘s =1 aelem1@aelem1-VirtualBox: fusr/share/modsecurity-crs O

Setting up git (1:2.25.1-1ubuntu3.8)
Processing triggers for man-db (2.9.1-1)
:~$ git clone https://github.com/SpiderLabs/owasp-modse
curity-crs.git Jusr/share/modsecurity-crs
fatal: could not create work tree dir 'Jusr/share/modsecurity-crs': Permission
denied
:~% sudo git clone https:/fgithub.com/SpiderLabs/owasp-
modsecurity-crs.git fusr/share/modsecurity-crs
Cloning into 'fusr/share/modsecurity-crs'...
remote: Enumerating objects: 18486, done.
remote: Total 10486 (delta ©), reused 0@ (delta 8), pack-reused 10486
Receiving objects: 160 (10486/10486), 3.33 MiB | 9.52 MiB/s, done.
Resolving deltas: 100% (7687/7687), done.
:~$ cd fusr/fshare/modsecurity-crs
3 S mv crs-setup.conf.example
crs-setup.conf
mv: cannot move 'crs-setup.conf.example' to 'crs-setup.conf': Permission denied
3 $ sudo mv crs-setup.conf.exa
mple crs-setup.conf
3 $ sudo nano fetc/apache?2/mod
s-enabled/securityz2.conf
3 $ sudo apache2ctl -t
[sudo] password for aeleml:
AHOO558: apache2: Could not reliably determine the server's fully qualified dom
ain name, using 127.0.1.1. Set the 'ServerName' directive globally to suppress
this message
Syntax OK

systemctl restart apache2 l

After restarting Apache

e At this point, you can save the state of the Ubuntu VM and exit it as shown below:
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E Close Virtual Machine

You want to:
G (®) Save the machine state

ﬁ? (0 send the shutdown signal

@ () Power off the machine

Cancel Help

Saving the state of the Ubuntu VM

e Post the proper configuration, we can test ModSecurity by performing SQL Injection attacks
from the Kali VM and see if the requests are being blocked.

e We need to first configure network connectivity between the two virtual machines.

13. Task 7: Configure Network Connectivity between the two Virtual Machines
We will set up a separate NAT network for both virtual machines by doing the following:
e Open Oracle VirtualBox, then click on File, click on Preferences.

e Click on Network, click on the + sign to add a new network, and click on the gear icon to
rename the Network to "LabNetwork".

e Change the Network CIDR to 192.168.100.0/24 and click OK. It should look like this:
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i
{ &

" 8 Enable Network
l

t Network Name: LabNetwork

Network CIDR: 192.168.100.0/24

Network Options: @3 Supports DHCP
(| Supports IPv6

Advertise Default IPv6 Route

Port Forwarding
OK Cancel

NAT Network Settings

e Click on the settings of the Kali Linux machine and go to the network settings, once there
attach the NAT Network.

e Then choose LabNetwork.

e Start the Kali VM. The username and password is ’'kali’

e In the Network settings of the Ubuntu virtual machine, connect to NAT Network,
e Then select LabNetwork.

e Start the Ubuntu VM

e In the Ubuntu VM, open the terminal and enter ifconfig to check the IP address.

e Here is what the output might look like:
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Activities (=) Terminal = Feb 12 17:04

aelem1@aelem1-VirtualBox: fusrf/share/modsecurity-crs Q)

4 $ ifconfig
: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.100.4 netmask 255.255.255.0 broadcast 192.168.100.255
inet6 fe80::6ed1:4907:625d:e759 prefixlen 64 scopeid 8x20<link=>
ether 08:00:27:e0:9b:57 txqueuelen 1800 (Ethernet)
RX packets 318534 bytes 467126823 (467.1 MB)
RX errors @ dropped 89 overruns @ frame @
TX packets 14367 bytes 1176521 (1.1 MB)
TX errors @ dropped @ overruns ® carrier ® collisions @

lo: flags=73<UP,LO0OPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeild 0xl1l8<host>
loop txqueuelen 1008 (Local Loopback)
RX packets 359 bytes 38273 (38.2 KB)
RX errors @ dropped @ overruns @ frame @
TX packets 359 bytes 38273 (38.2 KB)
TX errors @ dropped © overruns @ carrier @ collisions @

S

Address of Ubuntu VM

e To confirm that both VMs are connected, ping the Ubuntu IP address in the Kali terminal.
e Assuming the Ubuntu VM has the IP address - 192.168.100.5.
e Open the kali terminal and type "ping 192.168.100.5".

e Press Ctrl + Z to stop pinging.

14. Task 8: Testing ModSecurity

e Note: In this section, we assume the IP address of the Ubuntu VM is 192.168.100.5. It could
be different for yours.

e In the Ubuntu VM, open the browser and go to the website url: http://localhost/beunique/

e Once there click on the Students tab and select any entry from the table and click view
details.

e Copy the current URL from the website.
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’ Home AboutUs ContactUs  Students

# Last Name First Name Phone Number Emai Session Lesson Date Created

1 Omobabaolowo Davido 09073737377332 qwe@gmail.com Afternoon Graphic Design 04/07/2022

Vulnerable URL in demo website

e In the Kali VM, Open Terminal:

e The first step is to scan the website using -u command to see if it is vulnerable to SQL
injections and then collect information about it.

e Assuming the url I copied is "http://localhost /beunique/view student.php?id=001", yours
could be different, change the localhost part of the URL to the Ubuntu VM IP address, which in
this case is 192.168.100.5 so the url is now "http://192.168.100.5/beunique/view _student.php?id=001"

e Run this command in the Kali-Linux VM: sqlmap -u http://192.168.100.5/beunique/
view_student.php?id=001 Keep in mind your command may look a bit different depending
on if your IP address is different and also depending on the entry you chose in bullet point 3.

e Here is what the output might look like:
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H kali-linux-2022.1-virtualbox-amd64 [Running] - Oracle VM VirtualBox — O ¥

File  Machine View Input Devices Help

- - O H A B2 a G

kali@kali: ~
File Actions Edit View Help
ht not be injectable

-

File Syste

[
[
E
[

i

d - WHERE or HAVING ¢

P p—

PIPE.RECEIVE_MESSAGE

blind ( SLEEP)

o e =

p— p—

11 e tgresqL
1L ti t : / ; : blind (IF)'
[ 11 testing 'O e ) time d blind

it is recommended to perform only basic UNION tests if there is not at least
one other (potential) technique found. Do you want to reduce the number of re
quests? [Y/n] ]

Scanning the vulnerable URL

& & 5= iR G @ @) riohtctl

e Press Y’ for all the prompt questions
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ﬁ kali-linux-2022.1-virtualbox-amdé4 [Running] - Cracle VM VirtualBox — Od >

File Machine View Input Devices Help

S 2 m PO 2 3 ¢ O oH A @

' ; kali@kali: ~

File Actions Edit View Help
Trash

[ 11 ] testing 'O sz
it is recommended to perform nnly h351c UNIDN tests 1f there is not at least
one other (potential) technique found. Do you want to reduce the number of re

E quests? [Y/n] Y

File Syste

N

1 GET parameter '"id’ dnes not seem to be injectable

nd of p1 ( inism inw
ption '
1t
ted during run:
times
iG] your sglmap versionm is outdated

[*] ending @ 19:25:2! -1a8/

B ok ol Bl gl@ @ rightcrl
This is the output of the scan

15. Analysis

e ModSecurity has been configured properly and actively blocks the SQL Injection attack. That
is why SQLMAP returns a 403 HTTP-status-code response as shown below:

[ ] ' G error codes detected during run:

403 (Forbidden)

SQL Injection blocked by ModSecurity

e ModSecurity is much beneficial in terms of protecting your websites from generic attacks such
as XSS, SQL injection, etc. But being a technology, it has certain potential drawbacks, which
the administrators should be aware of.

e In certain cases, ModSecurity might block legitimate web traffic (false positives), and it might
fail to address Content Management System (CMS) specific vulnerabilities which should be
mitigated by updating or patching the CMS.

e The authoritative administrators are expected to keep an eye on what is being blocked and
add exceptions to the rules accordingly to prevent false positives.
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16. Task 5: Test Your Understanding

Complete the questions listed below. At the end of this exercise, attempt to analyze the whole case
and answer the Thought Question(s) on your own before displaying the answer(s). Note, the latter
are not graded.

16.1 Flag Questions:

1. What is the Linux command to restart Apache service ?

(a) apachectl -M | grep security

(b) sudo a2enmod security?2

(c) sudo systemctl restart apache2
)

(d) sudo apt restart apache2

e Correct Answer: sudo systemctl restart apache2

e Answer Description: To find this, check Task 4:Installation of ModSecurity with
Apache on Ubuntu 20.04.3

e Difficulty: easy
e Total Points: 2

e Retries: 2

2. By default, the configuration file of ModSecurity is located at 7

(a) etc/modsecurity /modsecurity.conf-recommended
(b) /usr/share/modsecurity-crs
(¢) /etc/modsecurity /*.conf

)

(d) etc/modsecurity /modsecurity.conf

e Correct Answer: etc/modsecurity /modsecurity.conf-recommended

e Answer Description: To find this, check Task 5: Post-installation configuration of
ModSecurity

e Difficulty: easy
e Total Points: 2
e Retries: 2

3. What is the Linux command to remove the default Core Rule Set (CRS) ?
(a) sudo apt update
(b

)

) sudo apt install git

(c) ed /usr/share/modsecurity-crs
)

(d) sudo rm -rf /usr/share/modsecurity-crs

e Correct Answer: sudo rm -rf /usr/share/modsecurity-crs
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e Answer Description: To find this, Go to Task 6: Adding OWASP ModSecurity rules
e Difficulty: easy
e Total Points: 2

e Retries: 2

4. What is the command to test the Apache configuration after configuring OWASP ModSecurity
Core Rule Set?

(a) sudo apache2ctl -t

(b) apache2ctl -t

(c) systemctl restart apache2
)

(d) systemctl test apache2

e Correct Answer: sudo apache2ctl -t

e Answer Description: To find this, Go to Task 6: Adding OWASP ModSecurity rules
Difficulty: easy

Total Points: 2

e Retries: 2

5. What is the HTTP status code response you got when the SQL Injection attack was blocked?

e Correct Answer: 403

e Answer Description: To find this, Go to Task 8:Testing ModSecurity
e Difficulty: Easy

Total Points: 2

Retries: 2

16.2 Thought Questions:

1. why is a Web Application Firewall (WAF) important for the security of web applications?

e Correct Answer: A web application firewall (WAF) is important for web applications
because it provides an additional layer of security against a wide range of attacks.
WAFs can protect web applications against both known and unknown vulnerabilities by
detecting and blocking malicious traffic before it reaches the application. A WAF can
provide protection against common web attacks such as cross-site scripting (XSS), SQL
injection, and cross-site request forgery (CSRF). WAFs can help organizations comply
with security standards such as OWASP, PCI DSS, and HIPAA, by providing protection
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against known vulnerabilities and threats. WAFs can be customized to match the specific
security needs of an organization, allowing for fine-tuned protection against specific
threats. WAFs can provide real-time monitoring and reporting of suspicious activity,
enabling organizations to quickly respond to potential threats and minimize damage.
In conclusion, a WAF is an essential tool for protecting web applications against the
ever-evolving threat landscape and ensuring that sensitive data remains secure.
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17. References

https:/ /beaglesecurity.com /blog/article/modsecurity-apache-installation-guide.html
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