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1. Assignment Type

Learn By Doing

2. Assignment Name

Web Forensics: Using Logs to investigate SQL Injection Attack

3. Assignment Overview

Despite the advantage that web applications have, they frequently become targets for attackers
because of poor coding or inadequate security monitoring. Attackers attempt to take advantage
of coding flaws and access database contents in order to obtain sensitive data. When such web
application attacks take place, forensic investigation enters the picture. Web application forensics
entails forensic investigation of web applications and their data, such as logs, to track down the
attack, identify its source, ascertain how it spread, as well as the tools used and the individuals
responsible for carrying it out. A server’s log file is one of the most important pieces of data it offers.
A log file keeps track of all the activities that happen while a service or application is running.
Log files give us a clear picture of a server’s activities as well as vital details like when, how, and
by whom a server is being used. This information helps forensic investigators unfold the chain of
events that led to a malicious activity. This module discusses the steps of analyzing log files to
find digital evidence of SQL Injection on a compromised web application running on Apache web
server and MySQL 8.0.28 database in an Ubuntu 20.04.03 operating system environment. This
assignment will provide a deep understanding of how defenders can detect the use of SQLMAP
tool to exploit SQL injection flaws.

4. Learning Objectives
e To find digital evidence of SQL Injection attack
e To detect that a MySQL database records has been extracted

e To understand the commands used in Linux filesystem
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5. Tools Needed

e Epoch Converter
e Oracle VirtualBox 6.1

e Ubuntu 20.04.3

6. Artifact Tags

Demo Website running on Ubuntu Operating System - Open Virtual Application file (.ova)

7. Task 1: Artifact Investigation

Click on the Artifact Tag above or search the artifact names within AGP. Read through each
artifact and gather an understanding of all the presented information. You may view the download
files through the artifact view, or if a different view is desired, you may use the download files.
Review the information. Once you have a basic understanding of the information these artifacts
are presenting, continue with Task 2.

8. Task 2: Load the demo website in Oracle VirtualBox

If you do not have VirtualBox already installed please use the link above to install it.

Once VirtualBox is installed click on the artifact and download it.

After installing VirtualBox, open it and import the artifact which contains the compromised
demo website.

Load the demo website by entering the URL - "http://localhost /beunique" in the browser.

The Ubuntu operating system password is sqlinjection$12&

9. Task 3: Examine Apache access log files

e The Apache access logs are text files that include information about all the requests processed
by the Apache server. You can expect to find information like the time of the request, the
requested resource, the response code, time it took to respond, and the IP address used to
request the data.

e The Apache access logs are located in the directory: var/log/apache2
e Open the terminal in the Ubuntu VM.

e Here is what the output might look like:


https://www.epochconverter.com/
https://www.virtualbox.org//
https://www.linuxvmimages.com/images/ubuntu-2004/#ubuntu-20044
https://unhnewhaven-my.sharepoint.com/:u:/g/personal/agp_newhaven_edu/EfTwue85ifFMkSRguqnoupsBCoIbqW4vhWpz5ZbWMSkrpw?e=A1JwxL
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aelemi@aelem1-VirtualBox: ~

N

Ubuntu Terminal
e Run the command: cd /var

e Here is what the output might look like:

aelem1@aelem1-VirtualBox: fvar

:~§ cd Jvar

$

changing directory to var




Artifact Genome Project - Educational Module - AE002

e Run the command: Is to lists files and directories within the var directory

e Here is what the output might look like:

aelem1@aelem1-VirtualBox: fvar

:~S$ cd fvar
S 1s

o |

Listing files and directories within var

e Run the command: cd log

e Here is what the output might look like:
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aelem1@aelem1-VirtualBox: fvarflog

:~$ cd fvar
g S 1s

S cd log
s 1

changing directory to log
e Run the command: 1Is to lists files and directories within the log directory

e Here is what the output might look like:

aelem1@aelem1-VirtualBox: fvarflog

S 1s

$ cd log
S 1s

alternatives.log dmesg
alternatives.log.1 dmesg.® lastlog

. log
.log.1
dpkg.log syslog
dpkg.log.1 syslog.1
. log failloeg
.log.1 fontconfig.log
.log.2 ubuntu-advantage.log
.log.3 gpu-manager.log ubuntu-advantage.log.1
bootstrap.log ubuntu-advantage-timer.log
btmp ubuntu-advantage-timer.log.1
btmp.1
kern.log
kern.log.1 wtmp
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Listing files and directories within log

e Run the command: cd apache2

e Here is what the output might look like:

aelem1@aelem1-VirtualBox: fvarflogfapachez C

$ cd log
5 S 1s
alternatives.log dmesg
alternatives.log.1 dmesg.0® lastlog

. Log
.log.1
dpkg.log syslog
dpkg.log.1 syslog.1
boot.log faillog
boot.log.1 fontconfig.leg
boot.log.2 ubuntu-advantage. log
boot.log.3 gpu-manager.log ubuntu-advantage.leog.1
bootstrap.log ubuntu-advantage-timer.log
ubuntu-advantage-timer.log.1

kern.log
kern.log.1 wtmp

$ cd apachez
N |

-

changing directory to apache2

e Run the command: Is to lists files and directories within the apache2 directory

e Here is what the output might look like:
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[+1 aelem1@aelem1-VirtualBox: fvarflogfapachez O

alternatives.log dmesg
alternatives.log.1 dmesg.®

auth.log
auth.log.:
dpkg.log
dpkg.log.1
boot.log faillog
boot.leg.1 fontconfig.log
boot.log.2
boot.log.3 gpu-manager . log
bootstrap.log
btmp
btmp.1
kern.log
kern.log.1

S 1s

lastlog

syslog
syslog.1

ubuntu-advantage.log
ubuntu-advantage.log.1
ubuntu-advantage-timer.log
ubuntu-advantage-timer.leg.1

wtmp

$ cd apache2

access. log error.leg.1

access.log.1 error.log

S 1s

other_wvhosts_access.log
5

Listing files and directories within apache2

The command "cat" is used to output the contents of the log file to the screen.

The command "zcat" is used to output the contents of the compressed log files(.gz) to the

screen.

The log files are numbered in a reverse order i.e the highest number is the oldest log file.

From the above, we can see that access.log.2.gz is the oldest and first access log file.

View the contents of access.log.2.gz by running the command: zcat access.log.2.gz

Here is what the output might look like:
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[+1 aelem1@aelem1-VirtualBox: fvarflogfapachez QO =

ULLess. LUy i u e Ly
access.log.1 error.log.1
other_vhosts_access. log
B % Zcat access.log.2.gz
127.0.0.1 - - [06/Mar/2822:18:54:23 -8500] "GET /phpmyadmin HTTP/1.1" 3081 576 "-
" "Mozilla/5.@ (X11; Ubuntu; Linux x86 64; rv:97.0) Gecko/20100181 Firefox/97.0"
127.0.0.1 - - [06/Mar/2822:18:54:23 -8500] "GET /phpmyadmin/ HTTP/1.1" 200 5287
"-" "Mpzilla/5.0 (X11; Ubuntu; Linux x86 64; rv:97.0) Gecko/20100181 Firefox/97.
Q"
127.0.0.1 - - [06/Mar/2022:18:54:24 -0500] "GET /phpmyadmin/themes/pmahomme/img/
logo_right.png HTTP/1.1" 200 4592 "-" "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; r
v:97.08) Gecko/20100101 Firefox/97.0"
127.0.0.1 - - [06/Mar/2022:18:54:24 -0500] "GET /phpmyadmin/themes/dot.gif HTTP/
1.1" 280 325 "-" "Mozilla/5.@ (X11; Ubuntu; Linux x86 64; rv:97.8) Gecko/2010010
1 Firefox/97.0"
127.8.0.1 - - [06/Mar/2022:18:54:24 -0500] "GET fphpmyadmin/js/vendor/codemirror
Jlib/codemirror.css?v=4.9.5deb2 HTTP/1.1" 200 2888 "-" "Mozilla/5.8 (X11; Ubuntu
; Linux x86_64; rv:97.8) Gecko/20100181 Firefox/97.0"
127.08.0.1 - - [06/Mar/2022:18:54:24 -0500] "GET /phpmyadmin/js/vendor/codemirror
Jaddon/hint/show-hint.css?v=4.9.5deb2 HTTP/1.1" 280 660 "-" "Mozilla/5.0 (X11; U
buntu; Linux x86 64; rv:97.0) Gecko/20100101 Firefox/97.0"
127.08.0.1 - - [06/Mar/2022:18:54:24 -0580] "GET /phpmyadmin/themes/pmahomme/jque
ry/jquery-ui.css HTTP/1.1" 200 8823 "-" "Mozilla/5.® (X11; Ubuntu; Linux x86 64;
rv:97.0) Gecko/20100181 Firefox/97.8"

127 & /A 1 - - TRARMMar 287272+ 10-C4-24 _ACAARTl "AET nhamuadminlbie fvandar icadami rear

Contents of access.log.2.gz

Scrolling through the contents of the access.log.2.gz file shows that the attacker’s system had
an IP Address of 192.168.100.4

We need to see all the requests that came from the IP Address 192.168.100.4 using the "grep"
command thereby filtering out unneeded resources like images, css and javascript files.

Run the command: zcat access.log.2.gz | grep 192.168.100.4

Here is what the output might look like:
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10.

[+1 aelem1@aelem1-VirtualBox: /varflogfapachez (O

"Mozilla/5.0 (X11; Ubuntu; Linux x86 64; rv:97.0) Gecko/20100101 Firefox/97.0"
B S zcat access.log.2.gz | grep 192.168.1
00.4

- - [07/Apr/f2022:20:57:41 -0400] "GET /beunique/view_student.php?i
d=001 HTTP/1.1" 200 2959 "-" "sglmap/l.6#stable (https://sqlmap.org)”

- - [e7/fAprf2022:20:57:41 -0400] "GET /beunique/view_student.php?i
d=001&FRFD=4217%20AND%201%3D1%20UNION%20ALL%20SELECT%201%2CNULL%2C%27%3Cscript%3
Ealert%28%22X55%22%29%3C%2Fscript%3E%27%2Ctable name%20FROM%20information_schema
.tablesk%20WHERE%202%3E1- - %2FX2A%2A%2F%3B%20EXEC%20xp_cmdshell%28%27cat%20. .%2F. .
%2F. .%2Fetc%2Fpasswd%27%29%23 HTTPf1.1" 200 2959 "-" "sqlmap/1.6#stable (https:/
/sqlmap.org)"

- - [07/Aprf2022:20:57:42 -0400] "GET /beunique/view student.php?i
d=8081 HTTP/f1.1" 206 2959 "-" "sglmap/l.6#stable (https://sqlmap.org)”

- - [07/Aprf2022:20:57:42 -0400] "GET /beunique/view_student.php?i
d=3943 HTTPf1.1" 200 2913 "-" "sqglmap/1l.6#stable (https://sqlmap.org)"”

- - [07/Aprf2022:20:57:43 -0400] "GET fbeunique/view student.php?i
d=001%22%28%28%27%2C.%2C%28%2C%2C HTTP/1.1" 208 2913 "-" "sqglmap/1.6#stable (htt
ps://sqlmap.org)”

- - [07/Aprf2022:20:57:43 -0400] "GET /beunique/view student.php?i
d=001%27gumeAU%X3CH27%22%3ExxVzoE HTTP/1.1" 200 2913 "-" "sqlmap/l.6#stable (http
s:/fsqlmap.org)"

- - [e7/Aprf2022:20:57:44 -0480] "GET jbeunique}view_ﬁtudent.php?iI
d=001%29%20AND%202600%3D4589%20AND%20%282142%3D2142 HTTP/1.1" 200 2959 "-" "sqlm
ap/1l.6#stable (https://sqlmap.org)”

Requests of IP ADDRESS 192.168.100.4 in access.log.2.gz

The first entry in the log shows that the attack took place on the 7th of April 2022 at 20:57:41
UTC.

The SQL Injection attack utilized GET method requests which means parameter values was
transmitted to the web server within the URL to query the backend database.

The vulnerable webpage is /beunique/view student.php?id=001
The HTTP 200 status response code indicates that the request was successful.

The quantity of entries in the access.log and the pattern indicate that a SQL injection
vulnerability was exploited by the attacker using a SQL injection exploitation tool. The
exploitation tool is SQLMAP as shown in the first entry that SQLMAP version 1.6 was used
to scan the website. Some log entries of the attack may look like gibberish , but they are
SQL queries that are frequently used to extract data via a SQL injection vulnerability. As
part of the enumeration process, SQLMAP employs a variety of SQL injection techniques to
discover the database name, table name, and columns.

e You can repeat the same process for the access.log.1 file and the access.log file.

Task 4: Examine Apache error log files

The Apache error files are in the same apache2 directory.

Run the ls command to list the files within the apache2 directory
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e Here is what the output might look like:

1 aelem1@aelem1-VirtualBox: fvarflogfapache2z O =

- - [07fAprf2022:21:44:10 -0400] "GET /beunique/view student.php?i
d=005 HTTP/1.1" 286 2913 "-" "sqlmap/1.6#stable (https:/fsqlmap.org)"

- - [07/Aprf2622:21:44:11 -0400] "GET /beunique/view student.php?i
d=-9516%27%20UNION%20ALL%20SELECT%20ONULL%2CNULL%2CNULL%2CCONCAT%280x716a787071%2
CJISON_ARRAYAGG%2B8CONCAT_WS%280x646e706a6T70%2Cschema_name%29%29%2COx7171716b71%2
9%2CNULL%2CNULL%2CNULL%2CNULL%20FROM%20INFORMATION_SCHEMA.SCHEMATA--%20- HTTP/1.
1" 2860 2974 "-" "sqlmap/l.6#stable (https://sqlmap.org)”

- - [07fAprf2022:21:44:29 -0400] "GET /beunique/view_student.php?i
d=065 HTTP/1.1" 2600 2913 "-" "sqlmap/1l.6#stable (https://sqlmap.org)"”

- - [07/Aprf2022:21:44:29 -0400] "GET /beunique/view student.php?i
d=-4058%27%20UNION%20ALL%20SELECT%2ONULL%2CNULL%2CNULL%2CCONCAT%2B80X716a787071%2
CJSON_ARRAYAGG%2BCONCAT _WS%280x646e706a6T70%2Ctable _name%29%29%2COx7171716b71%29
%2CNULL%2CNULL%2CNULL%2CNULL%20FROM%20INFORMATION SCHEMA.TABLES%20WHERE%20table
schema%20IN%20%280x6265756e69717565%29--%20- HTTP/1.1" 200 2939 "-" "sqlmap/1.6#
stable (https://sgqlmap.org)”

- - [07/Aprf2022:21:45:07 -0400] "GET /beunique/view student.php?i
d=005 HTTP/1.1" 286 2913 "-" "sqlmap/1.6#stable (https:/fsqlmap.org)"

- - [07/Aprf2022:21:45:20 -0400] "GET /beunique/view student.php?i
d=065 HTTP/1.1" 200 2913 "-" "sqlmap/1.6#stable (https://sqlmap.org)"”

g S 1s

access. log error.log
access.log.1 error.leg.1

other_vhosts_access.log
s

-

Files in the apache2 directory

e The error log files are also listed in a reverse order so error.log.4.gz is the first and oldest log

file
e View the contents of error.log.4.gz by running the command: zcat error.log.4.gz

e Here is what the output might look like:
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[+1 aelem1@aelem1-VirtualBox: fvarflog/apache2

LTSI« LWy S W e LUy
access.log.1 error.log.1
other vhosts access.log

B S zcat error.log.4.gz
[Sun Mar 06 18:46:55.463174 2022] [mpm_prefork:notice] [pid 51391] AH@@163: Apac
hef2.4.41 (Ubuntu) configured -- resuming normal operations
[Sun Mar 06 18:46:55.463240 2022] [core:notice] [pid 51391] AHOG094: Command 1lin
e: '"fusrfsbinfapache2'
[Sun Mar 06 18:49:06.073457 2022] [mpm_prefork:notice] [pid 51391] AH@@171: Grac
eful restart requested, doing restart
AHOB558: apache2: Could not reliably determine the server's fully qualified doma
in name, using 127.0.1.1. Set the 'ServerName' directive globally to suppress th
is message
[Sun Mar 06 18:49:06.117497 2022] [mpm_prefork:notice] [pid 51391] AH@@163: Apac
he/2.4.41 (Ubuntu) configured -- resuming normal operations
[Sun Mar 06 18:49:06.117533 2022] [core:notice] [pid 51391] AHEE094: Command lin
e: 'fusrfsbinfapache2'’
[Sun Mar 06 18:49:54.207524 2022] [mpm_prefork:notice] [pid 51391] AH@@171: Grac
eful restart requested, doing restart
AHOO558: apache2: Could not reliably determine the server's fully qualified doma
in name, using 127.8.1.1. Set the 'ServerName' directive globally to suppress th
is message
[Sun Mar 06 18:49:54.282248 2022] [mpm_prefork:notice] [pid 51391] AH@@163: Apac
hef2.4.41 (Ubuntu) configured -- resuming normal operations

FMCuim Mo~ A& A0« AN«CA TO07II&£EA4A &9 7 FerarAasnatd ~al Fea A Ca42n11 AUSBOBANA « Fammand Tan

Contents of error.log.4.gz

e Scrolling through the contents shows the same IP Address of the attacker - 192.168.100.4

e View the error generated by the attacker’s IP Address by running the command: zcat
error.log.4.gz | grep 192.168.100.4

e Here is what the output might look like:
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aelem1@aelem1-VirtualBox: /varflogfapache2z QO = — ] X

S zcat error.log.4.gz | grep 192.168.10
0.4
[Thu Apr ©7 20:57:42.868410 2022] [php7:notice] [pid 859] [client 8
37400] PHP Notice: Trying to access array offset on wvalue of type null in fvar/
www/html/beunique/view student.php on line 40
[Thu Apr ©7 20:57:42.868441 2022] [php7:notice] [pid 859] [client 8
37400] PHP Notice: Trying to access array offset on value of type in /var/
www/html/beunique/view student.php on line 41
[Thu Apr 67 20:57:42.868450 2022] [php7:notice] [pid 859] [client B
37400] PHP Notice: Trying to access array offset on value of type in /var/
www/html/beunique/view student.php on line 42
[Thu Apr @7 20:57:42.868459 2022] [php7:notice] [pid 859] [client B
37400] PHP Notice: Trying to access array offset on value of type in /var/
www /html/beunique/view student.php on line 43
[Thu Apr @7 20:57:42.868468 2022] [php7:notice] [pid 859] [client B
37400] PHP Notice: Trying to access array offset on value of type in /var/
www/html/beunique/view student.php on line 46
[Thu Apr ©7 20:57:42.868478 2022] [php7:notice] [pid 859] [client A

37400] PHP Notice: Trying to access array offset on value of type in /var/
www/html/beuniquefview_student.php on line 60
[Thu Apr ©7 20:57:42.868489 2022] [php7:notice] [pid 859] [client A
37460] PHP Notice: Trying to access array offset on value of type in /var/
www/html/beuniquefview_student.php on line 71
IMhn Anr A7 26A:57:43 _d4cafaA 260221 Inhn7:rwarn]l Tnid R&11 Trlient 37

Errors generated by 192.168.100.4 in error.log.4.gz

e Examining the errors shows the PHP Notice on several lines of the code: Trying to access
array offset on value of type null in /var/www/html/beunique/view student.php

e This proves the vulnerability exists in the view student.php file.

e The first entry shows that the error was generated the same day and time the attack took
place in access.log.2.gz - 7th of April 2022 at 20:57 UTC.

e The attacker used an automated tool(SQLMAP) to query the database using an id that does
not exist in the table.

e This led to the PHP Notice: Trying to access array offset on value of type null.

11. Task 5: Examine MySQL query log files
e The MySQL log files are located in the /var/log/mysql directory
e Run the command: cd ../ to go back to the log directory

e Here is what the output might look like:
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I+1 aelem1@aelem1-VirtualBox: /var/log Q =

www/html/beunique/view_student.php on line 71
[Thu Apr 07 21:45:20.896350 2022] [php7:notice] [pid
57330] PHP Notice: Trying to access array offset on
www/html/beuniquefview_student.php on line 48
[Thu Apr 07 21:45:20.896383 2022] [php7:notice] [pid
57330] PHP Notice: Trying to access array offset on
www/html/beunique/view_student.php on line 41
[Thu Apr 07 21:45:20.896393 2022] [php7:notice] [pid
57330] PHP Notice: Trying to access array offset on
www fhtml/beunique/view_student.php on line 42
[Thu Apr 07 21:45:20.896402 2022] [php7:notice] [pid
57338] PHP Notice: Trying to access array offset on
www fhtml/beunique/view_student.php on line 43
[Thu Apr 87 21:45:20.896411 2022] [php7:notice] [pid
57330] PHP Notice: Trying to access array offset on
www fhtml/beunique/view_student.php on line 46
[Thu Apr 87 21:45:20.896421 2022] [php7:notice] [pid
57330] PHP Notice: Trying to access array offset on
www /html/beunique/view student.php on line 60
[Thu Apr 87 21:45:20.896432 2022] [php7:notice] [pid
57330] PHP Notice: Trying to access array offset on
www/html/beunique/view student.php on line 71

$cd ../
s 1

920] [client
value of type

920] [client
value of type

920] [client
value of type

920] [client
value of type

920] [client
value of type

920] [client
value of type

920] [client
value of type

Back to the log Directory

e Run the Is command to list the folders in the log directory

e Here is what the output might look like:

1 aelem1@aelem1-VirtualBox: fvarflog S = - m] X

57330] PHP Notice: Trying to access array offset on value of type null in fvar/
ww/html/beunique/view student.php on line 71
g Scd ../
S 1s
alternatives.log
alternatives.log.1

dmesg lastlog

dmesg.0

dpkg.log

dpkg.log.1

faillog

fontconfig.log

ubuntu-advantage.log
ubuntu-advantage.log.1
ubuntu-advantage-timer.log
ubuntu-advantage-timer.log.1

gpu-manager.log

kern.log

kern.log.1 wtmp

s 1
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Folders in the log Directory

e Change the directory to Mysql by running the command: cd mysql

e Here is what the output might look like:

M~ aelem1@aelem1-VirtualBox: fvar/log/mysql

www/html/beunique/view_student.php on line 71
3 S cd

S 1s

alternatives.log

alternatives.log.1 dmesg lastlog
dmesg.®

syslog

dpkg.log syslog.1

dpkg.log.1
boot. faillog
boot.leg. fontconfig.leg
boot. log. ubuntu-advantage. log
boot.log. gpu-manager.log ubuntu-advantage.leog.1
boot.log. ubuntu-advantage-timer.log
bootstrap.log ubuntu-advantage-timer.log.1

kern.log
kern.log.1 wtmp

g

p

S cd myﬁil

Changing directory to mysql

e Run the Is command

e Here is what the output might look like:
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[+l

aelem1@aelem1-VirtualBox: fvar/log/mysql

alternatives.log.1 dmesg lastlog

apport.log

auth.
auth.

boot.
boot.
boot.
boot.
boot.

log

log.

log

1

log.!

log.
log.
log.

bootstrap.log

btmp
btmp.

error.log

1

error.log.1

dmesg.0

syslog
dpkg. log syslog.1
dpkg.log.1
faillog
fontconfig.log
ubuntu-advantage.log
gpu-manager.log ubuntu-advantage.log.1
ubuntu-advantage-timer.log
ubuntu-advantage-timer.log.1

kern.log
kern.leg.1 wtmp

$ cd mysql
o
mysql-slow.log.1 query.log.1

mysql-slow.log query.log
H S

-

Listing contents of mysql directory

e The query log files follow the same reverse naming system therefore query.log.2.gz is the first

and oldest log file.

e View the contents of query.log.2.gz by running the command: zcat query.log.2.gz

e Here is what the output might look like:
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aelem1@aelem1-VirtualBox: fvarflogfmysql Q

mysql-slow.log query.log
5 $ zcat query.log.2.gz

fusr/sbin/mysqld, Version: 8.0.28-0ubuntu®.20.04.3 ((Ubuntu)). started with:
Tcp port: 3386 Unix socket: /var/run/mysqld/mysqld.sock
Time Id Command Argument
2022-10-20T20:15:12.117483Z 8 Connect root@localhost on beunique using
Socket
2022-10-20T20:15:12.118 8 Query SELECT * from students ORDER BY
id DESC
2022-10-20T20:15:12.1 8 Quit
2022-10-20T20:15:45. Connect root@localhost on beunique using
Socket
2022-10-260T260:15:45. Query SELECT * from students WHERE id
= 'ee4’
2022-10-20T20:15:45. Quit
2022-10-20T20:18:15. : 10 Connect root@localhost on beunique using
Socket
2022-10-20T20:18:15. 10 Query SELECT * from students WHERE id
= 'e@e1’
2022-10-20T720:18:16.003614Z 10 Quit
2022-10-20T20:18:16.8514257 11 Connect root@localhost on beunique USingl
Socket
2022-10-20T20:18:16.851715Z 11 Query SELECT * from students WHERE id
= '@e1’

Viewing contents of query.log.2.gz

e Scrolling through the contents shows the various queries that were executed.
e Scroll down to the point where the entire database is extracted.

e Here is what the output might look like:
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M~ aelemi@aelem1-VirtualBox: fvar/log/mysql Q

2022-10-20T20:20:27.4450617 116 Quit

2022-16-20T20:20:28.238756Z 117 Connect root@localhost on beunique using
Socket

2022-10-20T20:20:28.239054Z 117 Query SELECT * from students WHERE id
= '-8864' UNION ALL SELECT MNULL,CONCAT(®x7162787671,JSON_ARRAYAGG(CONCAT_WS(Ox6a
6572777872, session’, timestamp’ ,email,first_name,id,last_name,lesson,phone_numb
er)),0x717a6a7a71) ,NULL ,NULL ,NULL ,NULL ,NULL ,NULL FROM beunique.students-- -'
2022-10-20T20:20:28.239926Z 117 Quit

fusrfsbin/mysqld, Version: 8.0.28-0ubuntu®.20.04.3 ((Ubuntu)). started with:

Tcp port: 3306 Unix socket: /var/run/mysqgld/mysqld.sock

Time Id Command Argument

Jusrfsbin/mysqld, Version: 8.0.28-0ubuntu®.20.84.3 ((Ubuntu)). started with:

Tcp port: 3306 Unix socket: /var/run/mysqld/mysqld.sock

Time Id Command Argument

fusrfsbin/mysqld, Version: 8.0.28-0ubuntu®.20.04.3 ((Ubuntu)). started with:

Tcp port: 3386 Unix socket: /fvar/run/mysqld/mysqld.sock

Time Id Command Argument

fusrfsbin/mysqld, Version: 8.0.28-0ubuntu®.20.04.3 ((Ubuntu)). started with:

Tcp port: 3306 Unix socket: /var/run/mysqld/mysqld.sock

Time Id Command Argument

Jusrfsbin/mysqld, Version: 8.0.28-0ubuntu®.20.84.3 ((Ubuntu)). started with:

Tcp port: 33086 Unix socket: /var/run/mysqld/mysqld.sock

Time Id Command Argument

fusrfsbin/mysqld, Version: 8.0.28-0ubuntu®.20.04.3 ((Ubuntu)). started with:

Query showing all the fields in the students table were extracted

12. Task 6: Examine MySQL mysql-slow log files

e The mysql-slow.log files follow the same reverse naming system therefore mysql-slow.log.2.gz
is the first and oldest log file.

e View the contents of mysql-slow.log.2.gz by running the command: zcat mysql-slow.log.2.gz

e Here is what the output might look like:
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[+1 aelem1@aelem1-VirtualBox: fvarflog/mysql Q

3 S zcat mysqgl-slow.log.2.gz
Jusrfsbin/mysqld, Version: 8.0.28-0ubuntu®.208.04.3 ((Ubuntu)). started with:
Tcp port: 3306 Unix socket: fvar/run/mysqld/mysqld.sock
Time Id Command Argument
# Time: 2022-10-20T20:18:28.1123327
# User@Host: root[root] @ localhost [] Id: 50
# Query_time: 0.088503 Lock_time: ©.0800085 Rows_sent: 4 Rows_examined: 6
use beunique;
SET timestamp=1666297108;
SELECT * from students WHERE id = '8081' OR EXP({~(SELECT * FROM (SELECT CON
7162787671, (SELECT (ELT(3065=30865,1))),0x717a6a7a71,0x78))x)) AND 'zptC'='zptC';
# Time: 2022-10-20T20:18:28.290640Z
# User@Host: root[root] @ localhost [] 1Id: 55
# Query_time: 0.047924 Lock_time: 0.000004 Rows_sent: @ Rows_examined: 2
SET timestamp=1666297108;
SELECT * from students WHERE id = '881' AND (SELECT 8563 FROM(SELECT COUNT(*),CO
NCAT(Ox7162787671, (SELECT (ELT(8563=8563,1))),0x717a6a7a71,FLOOR(RAND(G)*2))x FR
OM INFORMATION_ SCHEMA.PLUGINS GROUP BY x)a) AND 'PWkd'='PWkd';
# Time: 2022-10-20T20:18:28.3166597
# User@Host: root[root] @ localhost [] Id: 56
# Query time: 0.001554 Lock time: ©.000003 Rows sent: 1 Rows examined: 4
SET timestamp=1666297108;
SELECT * from students WHERE id = '881' OR (SELECT 6146 FROM(SELECT COUNT(*),CON
CAT(OxT1627RT6T1 . (SFIFCT (FIT(6146=6146 _13)) _0x717a6a7a71 _FIOOR(RAND(®Y*2)¥x FRO

Viewing contents of mysql-slow.log.2.gz

e Scrolling through the contents shows the various queries that were executed.
e Scroll down to the point where the entire database is extracted.

e Here is what the output might look like:
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13.

14.

[+ aelem1@aelem1-VirtualBox: fvar/log/mysql

,NULL,NULL,NULL,NULL FROM INFORMATIOM_SCHEMA.SCHEMATA-- -';

# Time: 2022-10-20T720:20:28.2394697

# User@Host: root[root] @ localhost [] 1Id: 117

# Query_time: ©.000501 Lock_time: 0.000003 Rows_sent: 1 Rows_examined: 4

SET timestamp=1666297228;

SELECT * from students WHERE id = '-8864' UNION ALL SELECT NULL,CONCAT(Ox7162787

671,]SON_ARRAYAGG(CONCAT_WS(Ox6a6572777872, session’ , timestamp’ ,email,first_nam

e,id,last name,lesson,phone number)),8x717a6a7a71) ,NULL,NULL ,NULL ,NULL ,NULL,NULL
FROM beunique.students-- -';

Jusr/sbin/mysqld, Version: 8.0.28-8ubuntu®.20.04.3 ((Ubuntu)). started with:

Tcp port: 3306 Unix socket: fvar/run/mysqld/mysqld.sock

Time Id Command Argument

Jusr/sbin/mysqld, Version: 8.0.28-8ubuntu®.20.04.3 ((Ubuntu)). started with:

Tcp port: 3306 Unix socket: fvar/run/mysqld/mysqld.sock

Time Id Command Argument

Jusr/sbin/mysqld, Version: 8.0.28-8ubuntu®.20.04.3 ((Ubuntu)). started with:

Tcp port: 3306 Unix socket: fvar/run/mysqld/mysqld.sock

Time Id Command Argument

Jusr/sbin/mysqld, Version: 8.0.28-8ubuntu®.20.04.3 ((Ubuntu)). started with:

Tcp port: 3306 Unix socket: fvar/run/mysqld/mysqld.sock

Time Id Command Argument

Jusr/sbin/mysqld, Version: 8.0.28-8ubuntu®.20.04.3 ((Ubuntu)). started with:

Tcp port: 3306 Unix socket: fvar/run/mysqld/mysqld.sock

Time Id Command Argument

Query showing all the fields in the students table were extracted

Analysis

e Who was responsible for the attack is one of the unanswered mysteries. The attacker’s IP

address is the only information that is currently accessible. If the attacker did not leave
behind tangible proof that could be linked to a specific person’s identity, it would be difficult
to try and credit most attacks. Keep in mind that most assaults are conducted by attackers
using proxies and anonymity networks like Tor to conceal their true location.

The bottom line is that view student.php included vulnerable code that enabled a SQL
injection attack. The attacker would not have been able to exploit the security flaw that led
to the extraction of the database if the website had undergone security vulnerability testing
before going live in a production environment.

In the fictitious example above, the attacker was very careless and left behind a lot of evidence,
which made the investigation relatively simple. However, keep in mind that this is not always
the case, particularly when dealing with more advanced attacks.

Task 7: Test Your Understanding

Complete the questions listed below. At the end of this exercise, attempt to analyze the whole case
and answer the Thought Question(s) on your own before displaying the answer(s). Note, the latter
are not graded.
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15. Task 8: Additional Resources

Continuing SQL Injection with SQLMap - Detection via logs

15.1 Flag Questions:

1. What exact time did the attacker first access the website?

(a) 05/Apr/2022:20:57:41
(b) 13/Nov/2022:21:47:52
(¢) 07/Apr/2022:20:57:41
(d) 15/Nov/2022:21:47:53

e Correct Answer: 15/Nov/2022:21:47:53

e Answer Description: To find this, Go to Task 1: Examine Apache access log files
e Difficulty: Hard

e Total Points: 8

e Retries: 2

2. What is the linux command to view a compressed file without uncompressing that file

e Correct Answer: zcat

e Answer Description: To find this, check Task 1:Examine Apache access log files
e Difficulty: easy

Total Points: 2

Retries: 2

3. What linux command would you use to filter log lines of a suspicious IP address?
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— N ~—
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T
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e Correct Answer: grep
e Answer Description: To find this, check Task 1:Examine Apache access log files

e Difficulty: easy


https://www.securitynik.com/2020/07/continuing-sql-injection-with-sqlmap_7.html
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e Total Points: 2

e Retries: 2

4. What exact time was data extracted from the students table in the query log?

(a) 2022-21-16T02:45:15
(b) 2022-10-20T20:20:24
(c) 2022-11-16T02:50:15
(d) 2022-10-20T20:20:28

e Correct Answer: 2022-11-16T02:50:15

e Answer Description: To find this, Go to Task 3:Examine MySQL query log files
Difficulty: Hard

Total Points: 8

e Retries: 2

5. What is the first process ID of the second Apache error log generated by the attacker?

e Correct Answer: 878

e Answer Description: To find this, Go to Task 2:Examine Apache error log files
e Difficulty: Hard

Total Points: 8

Retries: 2

6. What is the IP Address of the attacker?

192.168.100.5
192.168.100.3
192.168.100.2
192.168.100.4

(a)
(b)
(c)
(d)
e Correct Answer: 192.168.100.5

e Answer Description: To find this, Go to Task 1:Examine Apache access log files
e Difficulty: Intermediate

e Total Points: 4

e Retries: 2
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7. What is the time in UTC when the extraction of the data took place in mysql-slow.log(Hint:
Use Epoch Converter)

(a) Friday, October 21, 2022 4:20:28 PM

(b) Tuesday, November 15, 2022 9:50:15 PM

(¢) Thursday, October 20, 2022 4:20:28 PM

(d) Wednesday, November 16, 2022 9:50:15 PM

e Correct Answer: Tuesday, November 15, 2022 9:50:15 PM

e Answer Description: To find this, Go to Task 4:Examine MySQL mysql-slow log files
Difficulty: Hard

Total Points: 8

Retries: 2

8. What is the ID of the query that extracted all the records from the students table in the
query log?

(a) 117

(b) 114

(c) 116

(d) 118

e Correct Answer: 116

e Answer Description: To find this, Go to Task 3:Examine MySQL query log files

e Difficulty: Intermediate

e Total Points: 4

e Retries: 2

9. What is the linux command to determine the type of a file?

(a) filename
(b) file
()
(d) filekind

e Correct Answer: file

e Answer Description: To find this, Go to Task 6: Additional Resources
Difficulty: Easy

Total Points: 2

Retries: 2

10. What linux command is used to view a text file without modifying it?
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) cat
) type
(c) zcat
) head
e Correct Answer: type
e Answer Description: To find this, Go to Task 6: Additional Resources
e Difficulty: Easy
e Total Points: 2

e Retries: 2

15.2 Thought Questions:
1. Create the chain of events that led to this attack?

e Correct Answer:

) Discovery of SQLMAP scan of DLSECS:ie 'zem
view_student.php view_student.php databzse

> »

Discovery of

p ble Discovery of Extraction of
stu bents_ta ein columns in data from
eunique student table students table

database

Chain of events that led to the attack
2. Why is log analysis important in cyber security?

e Correct Answer: Organizations that want to improve their security posture must
develop capabilities in log analysis that will enable them to actively recognize and
counteract cyber attacks. Businesses that use log analysis to successfully monitor their
systems can increase the defenses around their network assets. Splunk and Datadog, as
well as other log monitoring technologies, can assist firms achieve compliance standards
for cyber security, such as ISO/IEC 27002:2013, PCI DSS V3.1, and NIST 800-137.
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They can also lessen the frequency and severity of cyberattacks. The following logs need
to be monitored by organizations: System activity logs, Endpoint logs, Application logs,
Authentication logs, Physical security logs, Email logs, Firewall logs, VPN logs, Netflow
logs, HT'TP proxy logs, DNS, DHCP and FTP logs, AppFlow logs, Web and SQL server
logs, Malware protection software logs, Network intrusion detection system (NIDS) logs,
Network intrusion prevention system (NIPS) logs and Data Loss Prevention (DLP) logs.
To save time and resources, cyber security specialists should identify the most crucial
logs for ongoing monitoring and use automated or software-based log analysis techniques.
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16. References
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